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Abstract: Aiming at the problems of incomplete edge coverage, insufficient uses of edge coverage information and valid
bytes information in AFL (American fuzz lop), a novel method was proposed. Firstly, a new seed selection algorithm was in-
troduced, which could completely cover all edges discovered in one cycle. Secondly, the paths were scored according to the
frequency of edges, to adjust the number of tests for each seed. Finally, more mutations were crafted on the valid bytes of
AFL. Based on the method above, a new fuzzing tool named efuzz was implemented. Experiment results demonstrate that efuzz
outperforms AFL and AFLFast in the edge coverage, with the increases of 5% and 9% respectively. In the LAVA-M dataset,
efuzz found more vulnerabilities than AFL. Moreever, in real world applications efuzz has found three new security bugs with
CVEs assigned. The method can effectively improve the edge coverage and vulnerability detection ability of fuzzer.

Key words: fuzzing, vulnerability, AFL, edge coverage

. BEAL, A B, BRI R, H

B WM. B fuzzing FE7EMII S, BFSTE4RH

fuzzing! &R ARSI AR, Tl TIREHRRARRN I, GEEELS . AT

PR RO R (AR 0k AR AT IR, [ BhARFSHUT. BERR. BhAYS ST RIS 2

WA HARFERE AT AR, RIFEFRE I ISZMER, KRS T fuzzing MR, JFH
Wa. 154500 fuzzing TH TR BN S T EISEis T &I T KRR,

ks HEA: 2019-06-14; f&EIHH&A: 2019-09-13

BIE1EE: £, zwang@nankai.edu.cn

HEEWE: BEARBFESEIIE (No.61972215, No.61702399, No.61972073, No.61872202); KT HREI AR SR B)
JiH (No.17JCZDIC30500); ZE/K M2 T —AAHIE M ARGIHEE T IE (No.NGII20180401)

Foundation Items: The National Natural Science Foundation of China (N0.61972215, No.61702399, No.61972073, No.61872202),
The Natural Science Foundation of Tianjin (No.17JCZDJC30500), CERNET Innovation Project (No.NGII20180401)

2019223-1



%11

IS, $2 fuzzing 1478 55 A0S Iy ik «77 .

W y|'F1 fuzzing RMSHE 2 AMH, JEHE
B uF R AR AR o e AT eI T 22 (1) CRY
Oy 3, AR ARI A A6 AR S I s KA. BT, AR
78 55 %A 2 PhOEA I & 7 o — Rl A
e (BBL, basic block) 7 iii 41, Libfuzzer. honggfuzzy
A VUzzer™ 5 520 o B2 Aol BR B BBL (X178 7
55 I3 P& vh 5478 75 80, AFL(American fuzzy
lop) ZH—MHLEGTIN fuzzing (T H, HiE
b G PEIRTERASTENE, UFR IS AT I SR 1
B $R4E T b BBL 4 55 5IRS A 1115 B

BT JUAFE R T KT AFL IWFST . — 2800
G 8 ) fuzzing. W1, AFLGo™ I Hawkeyel™ i
Tk E R P () 15 28 4 AT A U 4 R e R R 1
RXE, B5 PP RIE EAR . 51— KoL
E T SPATEAR . Driller™ FH 26 £k 1R & 75
SHATEA, M AFL # “F4E7 i, W Angr”
AR REAEVE N, T AT 2800 23 B KB P
WildFire!™ 5 o A i P57 H 14 o6 250K 2% IR
T, PR KUEEP SR A S IX S R w171 ik
4 RKIREEA T N TR A . #hi 525005 ¥y
TN TR ReH ARAE 22 AR AU I Y« Godefroid
AL TR0 2R (R ZE T HLAS 22 ST, A e ks ot
MISCHEE N AFL IOHIEF T Skyfire! 2 BEA
22 2] PR LR SCRUETE VS (PCSG, probabilistic
context sensitive grammar) KAHIRTEVERFIERAE X
U, FIFH PCSG A A AN [ EE 45 K4 (1) R 1
N DT Ay Ak B vy 5 8 ) A B N TR R A S A
ZRERIAE IR

ST, AFL ARG WAL SeGiy, i xfixee
SREEE R, AT B v s R . e,
CollAFL!" 1t AFL 107 i 1l SR A7AE Ph 28 1 1) 1L,
TH L A AT A OHT I hash THEL X, FE 98K FRIK
AL 0, KRG T i (5 DI Z, =277
AFL 3R

AR, A SR 7T AR & 4 H AFL Hp s L
AR AT DLE— 20 b i Ty, B LR LA
Jilhle 1) AFL MMl B R AE A B o JLIEAT IR
PRI, SEBRBAE T — AN E M, ASRA S R
Jo THIPR e~ B a6 v (R R BRI o S ™ ) ] R
PATE RIS, Bk h IR r] e IR A 5
BIPTA 14 . 2) AFL X REANGE R AT 122 57
DEILT—FE, WA SRR AT (HIX 4
W S B ED . 3) AFL & idseMpie 75484k

BB PRS A, (HE Xl A5 AR
ORI, I FLAE AHERE i R X 280 55 R

B XE B3R ), AR SCE R T AFL S VA SR,
[F] I — 26 T e b AT 7 et RARE$E B LA
J5 i

1) $&H T oA AR R X VR
FIELIAMIT, CAFTELS 7 AT A ik $E, H
8= VNI L VAR R eI VA W) =1 O U SN S =P AR -]
U TR B 2 S A A . AT
R i N 4 L b TS ik 7 1w e PR il NI 5
G T XL S A TE A DL

2) $RHH T I R A I e U S AR
Pk AR P L I B S A, KR R AR IEAT VR 9y, LA
W Ry MR A S A5 AR AN 7 SO AR S B

3) IO A A R o AEEAT B AL AR
B, B2 MO AR 3T A R R R T
AT E, I R BERE 2 7] [ 25 A
R R

BT By, RSCETFRP) AFL TR b, %
TERISEEL T B fuzzing 1 H—efuzz, 144 Klees
AL PRI S AHEA T S, S 6 45 SRR W] efuzz
(V10 78 & F0 s W K BLRE ) #E T AFL M
AFLFast. i 5 AR 24 h )5, efuzz [1°133
1078 HEHI L AFL A1 AFLFast 2) BT T 5%
9%, HLLNH L H R AA R 20% L Fo fEH
LAVA-M"NIRR 7 K5, efuzz K IR IR S 508
T AFL. 63 8, efuzz KL T 3 N CVE
Wi, Hob— A2 binutils TH AL A IR IR
CVE-2018-20671, %l M 2001 AT 5t CAFLE

2 HAXFIRFNEARHLR

2.1 AFL #h&

AFL & —/MEHEFRS SR ENN TR, ek
TS, SR g NHERE ) 7 20, i IR
AR FPAS AT I 178 5645 R I, A BT A2 15 fls
T EAREEFE RN RS, AT A B R ) I
B, CAES|S fuzzing SN, XS T IHK
THRMIERE,

Kl 1 @7~ T AFL i ik, BARDERM N,

- W e NI E NG S 1D S S

IR 2 IR IR R EE R A ik R
PLoehr4E.

IR 3 AR, T R A L R

2019223-2



— wOf o W

40 %

i %

il -2 S

[}

filf- st
F \ FhEs

LRI mE
"""""" 7B

B

—> BEF TR
<= - - BT WAFAESRIR

Y,

AL

AR

Kl 1 AFL fij 5 e

I U "

T8 4 M ZMARREIEN T ST
St AR RO T ) 264700

TS WURKBUREFE b, AKX AT Re R —
ANVEAE )T o

T’ 6 WAL TBERE, WAL K%
A R I 48 n 2 -1 BA A o

BT AR T W, AR
MARGEH, [ 208 3.

AL AR R, RN T,
22 MEFIEF

AFL gk (1307 w55 B hash DA
ATEAT R UKL, S0 B AR BAE A 2" 11
Hedlidsk, 4 hash BRG], B Z
JAAE R T IR AR BIE R, AFL fEREA
BBL HHfi N T A 0~65 535 (B4, 1 hash /&
HIZL 1 R 2 /> BBL K BEALEGE L 7 52 hash 55
A, kB AR R ENE A LR .

1) edge hash = cur_bbl ~ (last_bbl >>1)

2) shared mem [ edge hash ]++
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for 4 in 0+++65535 do //h: 1%} W [¥] hash

if 7T/] and not C[#] then
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return S
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void main(void) {

inti,j,a,c, x1,x2,x3, x4;
input(&i, &j, &a, &c, &xl1, &x2, &x3,
&x4);
while(i > 100) {
if(a > 200) {
i=xl; a+=100;
if (1 <10)  bug();
continue;
H
while(j > x2) {
Jt
if( ¢>300) {i=x3;
H
i=x4; break;
H
if(i <100) do_something();

return;

break; }

}
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45 KA Aps, g6, g2}

YR 4 g AP AT, ki,

BTSN gso

PE6 MK goo

HEA ML R, 4 R 5~ BA S A HI 17 J5 FR IR
Fe Wi k£ At 1, WA RA e 1 g2 AN
g4 AT . EOR AFL fEAEBENLIEAL 5, AT v] e
T I AR AR 5 R BE e AT, (HZBEHL
WA R TEH, MR, FERMESNL ey, A
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BAFI Q. MEIALE queue cur

Ml EPEEIR S

¢ = queue_cur

S old=S

S=g

C[65536] = {0} /7 i T i %

R[65536]= {0, 1, ---, 65535}

forsin S old do

if s before ¢ then
S.add(s)
update _coverage info(C, S)
disorder(R)
for hin R do
s =T1h]
if not C[4] and s don’t before ¢ then
S.add(s)
update _coverage info (C, S)
for h in 0+++65535 do //h: 11 hash
if not C[4] then

s = find_seed(q, /)

S.add(s)

update _coverage info (C, S)

return S
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e empty: ZSFPF3CAF, rand100: 100 AMBENLTTT, regdbdump: 64 {37 Ubuntu 16.04 H[f)/sbin/regdbdump, CVE-#: X% CVE il ) POC FEA,

Heftb: JURRRER SR OERI DI BUREA .

MR I B A D S N

ST T 3 GRS A, #BZ 64 A7 Ubuntu
16.04 LTS & 4;, CPU 24 Intel(R) Xeon(R) E5-2620 v4
@2.10 GHz, W1 64 GB, fifii 12 TB.
5.1 BBERTEMNR

T X} AFL il efuzz (P13 B 5005 24T D
K, EEMIMEEPRIN TSR, SR
PAT TS, RSO0 SE P 7 4R 1) 1 7 a5 1 L HEAT AL
B, R A AEAE A 2 AR S Bl A
frEZ JEIE RN e FESES T IITfA
T RN, wmR B IE S AW, Wt
ITH& W, IRl MRk R A 2 DI R
o

SEEG A 3 R AR X Y 1) 5 AN SO [
VERZRE P IWIEA R, Hig4T 1 he T efuzz
KT B IR PR, ORUE T 8 8 1 e,
SERPIEAR A S AR O T AFL L T
KNEF AR, Wk 4 s,

*4 AFL 1B EREMIER
binutils-objdump 425 583 72.90% 14
binutils-nm 638 743 85.87% 4
binutils-readelf 1199 1327 90.35% 7
libtiff 362 458 79.04% 5
tepdump 1498 1599 93.68% 10

HI3E 4 AT, AFL s AN ElEEs K, BEAR
RRRCRE SRR D, (KSR U T AFL [¥F
TIRFRNEAE RNEIA T ARG A 78 B T LT
52 mEIAEEENENFTHERBEHMRIIE

S T R T AN A R R R R Y
efuzz-Enery FIAY 8 A 2807 1515 B oot 1) 72 v

efuzz-Bytes, FHT AR 2 > Sodk A7 2ok .
TG I IRRIEFE T 5 AN, FASSLE T 30
K, SR 5 PR,

x5 BN EHABEN

tepdumpl  libtiff2  libtiff3  readelf4  readelf5

AFL 113422 3691.4  5154.1 102227 9487.0
AFLFast 10 627.9 3640.9  5279.7 9753.7 8977.6
Enery 11 756.1 3872 5300.2 10306.5 9951.7
Bytes 11 601.1 3816.6  5364.1 10591.8  10068.8
Enery | AFL  3.65% 489%  2.83%  0.82% 4.90%
Enery | Fast ~ 10.62% 6.35%  039%  5.67% 10.85%
Bytes |AFL ~ 2.28% 339%  4.07%  3.61% 6.13%

1« tepdump = Al FH 2 3 50 )5S — AR 7 SCHHINR tepdump, Fast: AFLFast
Enery: efuzz-Enery, Bytes: efuzz-Bytes, Enery | AFL: efuzz-Enery #fl
%I AFL [

ML 45 H kB, efuzz-Enery A%} AFLFast 5
s K Ide s, [mINF G AFL A7 —sEdem, W T
AP RE B FE S L AFLFast £8i078 %% LAy
Pt

L b4 efuzz-Bytes 5 AFL 1] LLE I,
efuzz-Bytes X AFL /D& MR, UHA
TR B A A AT LA e B R T
AFL 3R
53 efuzz SEEMTRMLLE

SIS WL efuzz. AFL A AFLFast, fii 5 Mt
J¥, RN REE RN 5 ANFF SR IAE 4]
dhE N, 25 41SzEG . AT IZ IR I B s Sk AR
Wi, MITES A 25X30X25X2X3 =112 500 #%-/)
I =4 687.5 % K. & 6 j& 24 h [F°V-¥) 1078 35 54
B NIEAKE, efuzz B EH LT AFL HI
AFLFast. [ % B, AFLFast 7E P37 o5 % -5
W& % T AFL.
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¥ R o 40 4

.+ 84 - w s
%6 25 AR R TN B EH

S 4, AFL AFLFast  efuzz th%A%ﬁL t ’gga“
objdumpl 72883 72238 78525 7.74%  8.70%
objdump2 83143 80989 85693 3.07%  581%
objdump3 83714 84038 86234 3.01%  261%
objdumpd  6969.8 67015 74582 7.01%  11.29%
objdumps  7599.8 70312  7829.1 3.02%  1135%
nml 57947 55664 61726 652%  10.89%
nm2 39852 39965 47961 2035%  20.01%
nm3 73062 64501 76183 427%  18.11%
nmé 60360 50299 62283 3.19%  23.83%
nms 55519 53163 58237 490%  9.55%
readelfl 104212 98230 108078 3.71%  10.03%
readelf2 10637.9 100295 109712 3.13%  9.39%
readelf3 102380 95783 107384 4.89%  12.11%
readelfs 102227 97537 10633.0 4.01%  9.02%
readelfs 94870  8977.6 101869 7.38%  13.47%
libtiff1 52181 52847 53267 2.08%  0.80%
libtiff2 36914 36409 38752 498%  6.43%
libtiff3 51541 52797 54190 5.14%  2.64%
libtiff4 55138 55042  5785.1 4.92%  5.10%
libtiffs 52997 53760 54895 3.58%  2.11%
tepdumpl 113422 106279 119162 5.06%  12.12%
tepdump2 116542 111238 116465 -0.07%  4.70%
tepdump3  11869.0 111059 120099 1.19%  8.14%
tepdumpd 118444 111837 118944 042%  6.35%
tepdumpS 118216 111209 118260 0.04%  6.34%
Sy — — —  454%  9.24%

PR HTRE AL, efuzz JLTAERTE 1B I
N4E4LF AFL 1 AFLFast. £F nm2 7', efuzz 1]
DA SRR S 20%, HE tepdump 25
W, efuzz RIL—M, UL T AFL, tepdump2
H LA LG AFL K 0.07%. 1 5 B A SC 1) ek 77 12
R4 R Z RGO N Tl se %, (Hg el
BAEOL NI T LR XU T
Klees U (VPAG 7 vk 10 A 8ibE, gt
KEAF LA R SE, A fe A 4 i E AL
fuzzing T H (1A 501k .

5.4 LAVA-M izt

X} LAVA-M ") 4 ANFEFE, A LA AL BRI
Bl SCAF AT, AT #1817 7 K. £ 7
Hells 7R, AFL 7 base64 Fl uniq 7 K& BLII I T %L
LT efuzz, {H efuzz £F who A & IR I ¥ Bl ze

AFL, FL7E 4 M h BRI A4 5 s B T AFL.

x7 LAVA-M iK% i iR 41
M Wil bug £ AFL fili 2 efuzz fill & 4
base64 48 6 4
md5sum 61 0 0
uniq 29 4 2
who 2517 1 56
St 2655 11 62

LAVA-M 7EMRAFE P4l N T VF 2 05 R LU
FEEHRIARIS K B AT fuzzing T2 H, 1] AFL 1728
FEELEARAME AR IE Y I A S ix LefaY, FEOL
RN ARG B, R AFL F1 efuzz 4 LAVA-M
EBCREIR 2 . B efuzz 7F who R B
T AFL, R TFEARA S SRR 2%.
efuzz 7F base64 Fl uniq 7% T AFL, FRXUEHHT
efuzz G VEAEA SO L N MR 58 2, HLF)
FEXT IR0 1 (1 ARAD 208 BRI Zeid 2R
5.5 ##9 CVE ®iE

% 8 &M efuzz KIS 3 4NHT1Y CVE i,
CVE-2018-20671 & binutils (1) — N3R5 i
T, He 2 2 il HE i . CVE-2018-20467 /&
ImageMagick {1 AMELEIRSS IR, <3t CPU
ML B IR IPAERL . CVE-2019-6988 /& openjpeg
(W) —NELE RS, T @ ), R[]
HHKE CPU %R A SCHFFEHIBN mIAH OGS J

T T X, IAEIX 3 NRIA A DA BB .
=8 efuzz Z I BYRIE
CVE %5 TR R Il B
CVE-2018-20671 binutils SRS /R
CVE-2018-20467 ImageMagick e
CVE-2019-6988 openjpeg EEEG

% 8 1 CVE-2018-20671 #7474 T binutils
2.11 H1 (1) objdump F£F, IZRRAS I A AR IFA]Z 2001
o MBI, 4K 22 B RO HAEAE XN I T
objdump &N A ZHERI T H, R
OGRS AR B bR, KR M7 0 it
AT fuzzing, HRBEA RIIX AR« A AT FH A3
PRFN TS0, H—ANERRREAT 30 A, efuzz
PRJHATE 519 s s R IX AN, 1 AFL
AFLFast {EAH RIS [A] A G R X AN o Xk
—LAFIH T efuzz A =M
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IS, $2 fuzzing 1478 55 A0S Iy ik + 85

6 HERIE

FIAT, fuzzing J& B AT IR IRZ SIS AT R0 77 20
Z—, BN MR EE T . ASCH
SHET fuzzing HHIAMSERE SR TEAWN, WOl T oA
WM IE PR, LTI s A TR R
ERREANE, SRt BRI T AFL A8y
G FRMSEHET A T HE) ™ 2 HAD fuzzing THH1.
MR G R KT, AL efuzz AHXS AFL A
AFLFast 7E1448 o5 2 AR R I RE ) ERE e, JF
TEH A I T H i . R efuzz RAEAEAR
LSt ], HEINAE tepdump _ERRCRIEAIH Y, 1F
tepdump-2. base64. uniq b [ 5256 45 Lk BN 75 T
AFL o [F] I} 78 AN 0038 e DR Py 285 0 TR 1 00 1 2B AT
fuzzing HARAFAE T H %, WT45 527 ATk HCE
ZHNREFER, LGS H ATk il
R, FFEACEE TR TAE AT RN I

S K
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